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Abstract 

The proliferation of Internet of Things (IoT) devices in smart homes has created new attack surfaces for malicious 

actors. Botnets such as Mirai have exploited these vulnerabilities, compromising devices for distributed denial-

of-service (DDoS) attacks and other cyber threats. Traditional centralized intrusion detection systems (IDS) face 

privacy and scalability limitations in smart home environments due to sensitive user data and heterogeneous 

device types. This paper proposes a federated learning (FL)-based IDS framework for smart homes that allows 

distributed training of anomaly detection models across IoT devices while preserving data privacy. The framework 

focuses on detecting botnet-related traffic and anomalous behavior, mitigating threats like Mirai botnets. We 

implement and evaluate the approach using real-world IoT datasets, including the UNSW-NB15 and Bot-IoT 

datasets, assessing detection accuracy, false positive rate, and communication overhead. Experimental results 

demonstrate that the proposed FL-based IDS achieves detection rates above 94% with false positive rates under 

3%, outperforming traditional centralized IDS models while maintaining user data privacy. 

Keywords— IoT Security, Smart Homes, Botnet, Federated Learning, Intrusion Detection System, Mirai, Privacy 

Preservation. 

I. Introduction 

The adoption of IoT devices in smart homes has 

accelerated rapidly in recent years, encompassing 

smart cameras, thermostats, lighting systems, and 

voice assistants. While these devices enhance 

convenience and energy efficiency, their 

heterogeneous hardware, limited security 

configurations, and connectivity patterns make 

them prime targets for cyberattacks [1]. 

Botnets like Mirai have exploited default 

credentials and unsecured IoT devices to launch 

large-scale distributed denial-of-service (DDoS) 

attacks, compromising millions of devices 

worldwide [2]. Existing intrusion detection systems 

(IDS) often rely on centralized data collection for 

training anomaly detection models. While effective 

in enterprise environments, this approach raises 

privacy concerns in smart homes, as sensitive user 

behavior data must leave the premises. Furthermore, 

centralized models may not adapt well to the highly 

distributed and heterogeneous nature of IoT devices 

[3]. 

Federated learning (FL) offers a privacy-

preserving paradigm that enables IoT devices to 

collaboratively train machine learning models 

without sharing raw data [4]. By exchanging model 

parameters rather than raw traffic logs, FL can 

maintain privacy while leveraging distributed data to 

improve anomaly detection. 

This paper proposes a federated learning-based 

IDS framework specifically designed for smart 

home IoT networks. The framework targets botnet 

attacks such as Mirai, focusing on network 

anomaly detection at the device level. The 

contributions of this work include: 

1. Designing a federated anomaly detection 

model tailored for heterogeneous IoT 

devices. 

2. Evaluating the system using real-world 

IoT datasets, including Mirai botnet 

traffic. 

3. Comparing detection rates, false positive 

rates, and communication overhead against 

centralized IDS approaches. 

4. Demonstrating privacy-preserving 

capabilities by maintaining user data within 

devices. 
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II. Background and Related Work 

A. IoT Security Challenges in Smart Homes 

Smart home IoT networks face multiple security 

challenges: 

• Heterogeneous Devices: Smart home 

devices vary in computational power, 

communication protocols, and security 

capabilities, complicating unified threat 

detection [5]. 

• Default Credentials and Weak 

Authentication: Many devices are shipped 

with default passwords, making them easy 

targets for botnet recruitment. 

• Resource Constraints: Limited CPU, 

memory, and storage restrict the 

deployment of traditional IDS models 

locally [6]. 

• Privacy Concerns: Centralized data 

collection for IDS compromises user 

privacy. 

B. Botnet Threats 

Mirai and its variants exploit unsecured IoT devices 

to launch attacks such as: 

1. DDoS attacks on critical infrastructure. 

2. Command-and-control (C2) 

communication to coordinate infected 

devices. 

3. Propagation through password guessing 

and firmware vulnerabilities [2]. 

Traditional IDS methods, such as signature-based or 

anomaly-based detection, are insufficient for zero-

day attacks and evolving botnets. 

C. Machine Learning for IoT IDS 

Machine learning-based IDS have been applied to 

IoT networks to detect anomalies in network traffic: 

• Supervised models: Decision trees, 

SVMs, and deep neural networks detect 

known attack patterns [7]. 

• Unsupervised models: Autoencoders and 

clustering detect anomalous traffic without 

labeled data [8]. 

However, centralized training approaches require 

aggregating IoT traffic, leading to privacy risks and 

scalability limitations. 

D. Federated Learning in IoT Security 

Federated learning allows distributed devices to 

collaboratively train models while keeping raw data 

local [4]. Several studies have applied FL for 

anomaly detection in IoT: 

• Hardy et al., 2017: Proposed FL for 

intrusion detection using distributed sensor 

networks. 

• Lu et al., 2021: Implemented federated 

autoencoders for IoT anomaly detection. 

Limitations of prior work include lack of evaluation 

on real-world IoT botnet traffic and insufficient 

consideration of smart home heterogeneity. 

III. System Model 

A. Smart Home IoT Environment 

We consider a typical smart home network 

consisting of: 

1. IoT Devices (D1, D2, …, Dn): Smart 

cameras, thermostats, lighting systems, and 

appliances. 

2. Home Gateway: Aggregates model 

updates and coordinates federated learning 

rounds. 

3. Cloud Server: Optionally aggregates 

global model parameters but never 

accesses raw traffic data. 

Figure 1 illustrates the architecture of the proposed 

FL-based IDS framework. 

Key features: 

• Each IoT device locally collects network 

traffic logs. 

• Devices extract features such as packet 

size, protocol type, flow duration, and 

failed connection attempts. 

• Local models are trained on-device and 

updated parameters are sent to the 

gateway or aggregator. 

• A global model is aggregated and 

redistributed to devices for the next 

learning round. 
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B. Threat Model 

The system assumes: 

• Attackers may control some IoT devices 

and attempt botnet attacks. 

• Honest devices follow the federated 

learning protocol and do not share raw data. 

• The attacker may observe model updates, 

requiring secure aggregation techniques to 

prevent model inversion attacks. 

IV. Federated Learning-Based IDS Methodology 

A. Local Model Architecture 

Each device trains a lightweight anomaly detection 

model locally. We adopt a 1D CNN-LSTM hybrid 

model for network traffic sequences: 

• 1D CNN layers: Capture local temporal 

patterns in packet sequences. 

• LSTM layers: Model long-term 

dependencies in traffic flows. 

• Dense layers: Output probability of normal 

vs anomalous traffic. 

Table I: Local Model Architecture 

Layer Type Parameters 

Conv1D 64 filters, kernel size 3, ReLU 

MaxPooling1D pool size 2 

LSTM 50 units 

Dense 1 unit, Sigmoid activation 

Loss Binary Cross-Entropy 

 

B. Federated Learning Process 

The federated learning procedure is as follows: 

1. Initialization: Global model weights W₀ 

are distributed to all devices. 

2. Local Training: Each device Di trains the 

model for E epochs on its local dataset, 

producing updated weights Wi. 

3. Parameter Aggregation: Local weights 

are sent to the aggregator and combined 

using Federated Averaging (FedAvg): 

 

where nᵢ is the number of samples at device i, and N 

is the total number of devices. 

4. Global Model Update: Aggregated model 

is redistributed for the next round. 

5. Convergence: Process continues until loss 

or detection performance stabilizes. 

C. Privacy Preservation 

To prevent sensitive data leakage from model 

updates: 

• Differential Privacy (DP): Gaussian noise 

is added to local gradients. 

• Secure Aggregation: Aggregator cannot 

reconstruct individual device updates [9]. 

D. Feature Selection 

Input features for anomaly detection include: 

• Packet-level: size, flags, protocol, duration 

• Flow-level: number of packets, interarrival 

times 

• Device-specific: device type, IP ranges 

Feature normalization ensures consistent scaling 

across heterogeneous devices. 

V. Experimental Setup 

A. Datasets 

• UNSW-NB15: Includes normal and attack 

traffic, with 49 features per flow. 

• Bot-IoT: Contains IoT botnet traffic 

including Mirai and other DDoS attacks. 

• Preprocessing: Categorical features 

encoded, missing values imputed, and 

sequences of 50 packets per sample. 

B. Simulation Environment 

• IoT devices: Simulated on Raspberry Pi 4 

specs (ARM Cortex-A72, 4GB RAM) 

• Gateway: Central aggregator for model 

updates 

• Framework: PyTorch + Flower FL library 
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• Evaluation Metrics: Detection rate (DR), 

false positive rate (FPR), F1-score, and 

communication overhead 

VI. Results 

A. Detection Performance 

Table II: IDS Performance (FedAvg vs 

Centralized) 

Model 
DR 

(%) 

FPR 

(%) 

F1-

Score 

Centralized CNN-

LSTM 
95.1 3.5 0.956 

FL-CNN-LSTM (10 

devices) 
94.3 2.9 0.947 

FL-CNN-LSTM (50 

devices) 
94.1 3.1 0.945 

The federated approach achieves comparable 

detection rates to centralized training while 

preserving data privacy. 

B. False Positive Analysis 

Most false positives occur in bursty IoT traffic 

flows, such as camera uploads. Fine-tuning 

sequence length and threshold can reduce FPR 

below 2.5%. 

C. Communication Overhead 

Table III: Communication Cost per FL Round 

Devices 
Model Size 

(MB) 

Upload 

(MB) 

Download 

(MB) 

10 2.1 2.1 2.1 

50 2.1 105 105 

Secure aggregation and parameter compression 

mitigate overhead in large networks. 

D. Resilience to Botnet Attacks 

Simulated Mirai botnet attacks were successfully 

detected in >94% of cases. Early-stage propagation 

detection allows timely isolation of compromised 

devices. 

VII. Discussion 

1. Privacy Preservation: Federated learning 

prevents raw IoT data from leaving the 

home, mitigating privacy concerns. 

2. Scalability: Framework supports tens to 

hundreds of devices with manageable 

communication overhead. 

3. Detection Accuracy: Comparable to 

centralized IDS while supporting 

distributed deployment. 

4. Limitations: 

o Model convergence slows with 

highly heterogeneous devices. 

o Adversarial devices may attempt 

model poisoning; robust 

aggregation methods needed. 

VIII. Conclusion 

This paper presented a federated learning-based 

intrusion detection system for smart home IoT 

networks to mitigate botnet attacks like Mirai. By 

leveraging distributed learning, the system preserves 

privacy while achieving high detection rates and low 

false positives. Experimental validation on real-

world IoT datasets demonstrates its effectiveness 

and scalability. 

Future work includes: 

• Integrating federated adversarial 

training for robust defense. 

• Expanding to cross-home collaborative 

learning across neighborhoods. 

• Incorporating edge-based mitigation 

strategies for automated threat response. 

Federated learning represents a promising paradigm 

for secure, privacy-preserving IoT security in 

smart homes. 
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